N
CARMEUSE

JIOKALIA: M. byxapecT, PymyHis

IH>xeHep 3 rnobanbHoOI Kibepb6esnekn/ Global Cyber Security Engineer

Oonuc nosumuii:

Ak iHxeHep 3 rnobanbHoOi Kibepbesnekn, BuM 6OypeTe BiAnoBi4aTWM 3a ynpasAiHHA iCHyrO4YMMM | 3a
BMpoBaAXeHHs HOBMX nnaTdopm 3 Kibepbeanekun. Bu 6yaete npautoBaty Hag po3pobkoto rnobanbHMX pilleHb
wono 6esnekun, aki 3axmwatoTb Big Kibep3arpos, BUSASAKOTL | BUPILWYHOTD iX.

3 koMaHpow KibepTexHosorih Bun 6yaete BigNoBigaTM 3a CTBOPEHHS Ta iHTerpauito piweHb 6e3nekn B
cepegoBuwi IT Ta OT (iHpopMauiMHMX Ta onepauiMHMX TexHosorin). MNMpauyn 3 HalOoK KOMaHAOoK 3
Kibepbesnekun, B bynete Ha XBUAI iIHHOBAUIN, CNPAMOBaHNX Ha 3MILUHEHHS Haloi AisSIbHOCTI.

060B'A3KN:

e bpatu yyactb y po3pobui, BNpoBaAXeHHI Ta ynpasfiHHI nnatdopmamm 3 Kibepbesnekun, sKi 3axuilatoTb
cuctemun i gaHi Carmeuse

e CniBnpautoBaTn 3 TEXHOMNOriYHMMKM KoMmaHgamu (Mepexa, Cloud, iHdpa), wWob 3abe3neunTn HanexHy
peecTpauitio Ans BiANOBIAHONO MOHITOPUHTY i ayanTy 3 6e3nekn

e 34iMicHIOBaTK ynpaBfiHHSA Mepexe cucteM 6e3neku i iX KiHUeBMMM TOYKaMMU

e BUKOHYBaTM posib ekcrnepTa WoA0 NUTaHb 3 KOHKpeTHMX niatdhopM i AgoMeHiB 6e3neku

e BusHauatu axepena, HeobxigHi ang 36opy naHux 3 6e3nekn i KOMMJIAEHCY TaKOX

e 3abe3nedyBaTh 3aXUCT KOHKPETHUX NO3ULiA, Ha OCHOBI KOHQIrypauin iHCTpyMeHTIiB 6e3nekn 3a BUMOIrow
e bpaTu y4dacTb y 3axof4ax 3 pearyBaHHS Ha iHUMAEHTH

e CniBnpautoBaTtn 3 rpynamm kibepbesnekmn ta TEXHOMOTN ANS 34INCHEHHS NoNepeaXXeHb, MPUUYMHOK SAKUX
cTana nigo3pina abo 3/10BMUCHA AiSANbHICTb

OcHoOBHiIi BUMoru (ocBita, HeobxigHui aocBia, 3HaHHA MOB, iHLWWe)
e CtyniHb 6akanaspa B ranysi kibepbesneku, iHpopMmaTnkn abo iHOOpMaLUIMHNX TEXHONOTIN
¢ [locBig po60oTn 3 onepauinHuMm cncteMamm Ha 6asi Windows ta Unix

e Nnboke po3yMiHHSA MepexeBoro Tpadiky, Mitre ATT & CK, Kill Chain, ynpaBniHHS 3arpo3amMmm Ta NpuHUMNu
Mepexi

e MNn6OKI NpaKTUYHI HaBUYKM WOAO0 MepexeBoi 6e3nekn Ta TeEXHONOriNn 6e3nekn KiHLEeBMX TOHOK

e [lo6bpe po3BMHYTa 34aTHICTb BUpiwyBaTn npobriemMn 3 MeTO MPOBecTU edeKTUBHE PpOo3CAigyBaHHS i
cchopMyBaTM KOMMNEKCHI pilleHHSs, sKi € CKNaAHIWWMM 3@ CBOED NMPUpPOAOHD



e 3aaTHiCTb edeKTUBHO MpauloBaTM B HEOAHO3HAYHUX CUTyauisx /abo B cuTyalisix 3 BUCOKMM piBHEM
MOpasnibHOro TUCKY

e BMiHHA kBanidikoBaHO MOSICHIOBATM TEXHIYHIi Npob6sieMn, NaKOHIYHO | YiTKO, B TOMY 4uC/i gns ngen, sxi
Aaneki Big TeEXHONOTIN.

e [locBig po6otn 3 ocHoBamu Cloud 6e3nekn € nepesaroto

e Start-up MuCneHHs, MOTMBaUia pe3ynbTaTaMu WOAO 6Hi3HEC-MOXIMBOCTEN, TakK i WoAO0 nonepea)XeHHs
Kibep-pu3ukiB

e [locBig pob6oTu 3i ckpunTOoBMMK/ KOMaHAHUMKM MOBaMu, Takmmu gk PowerShell, python, bash € Baromoto
nepesarow

e BignosigHi ceptudikaTtn 6e3nekmn, Taki sk CISSP, SANS abo ceptudikatu 3 Cloud TexHonorin, Taki sk AWS
abo Azure, € nepesaroto

e [locBia po6oTn y ueHTpi 3 6e3nekn (SOC) € nepeBaroto

e BinbHe BONOAIHHSA aHrNiNCbKOK MOBOK (MMCbMOBA Ta YCHA)
e [OTOBHICTb MogopoXxyBaTn Ao 20% poboyoro yacy
Heob6xigHi 3HaHHSA

Jocsig po60oTu 3 BiANOBIAHMMM TEXHOJOTISAMM i pilLEHHAMMK 3 6e3neKkn ABNAITbCS BAaroMOK NepeBaro:
e YripaBniHHA Ta aaMiHICTpyBaHHS ideHTuUdiKauii

e KepyBaHHS NpuBiNenoBaHMM AOCTYNOM

¢ KiHUEeBI Toukn Ta MepexeBa 6e3neka

e Cloud Security - AWS & Azure

e KPALLI MPAKTUKW kibepbesnekn IT & OT

HaBuuku:

® YMiHHA e(heKTMBHO NMpauloBaTh B KOMaHAi

e 37aTHICTb CTBOptoBaTU Kekcu ans 6isHec-noTpeb, 34aTHICTb Npe3eHTyBaTu TexHonorii Ta 6ayeHHs
Kibepbesneku

e 3[1aTHICTb pO3rna4aTn KOMMPOMICHI pilleHHs, Y pa3i HeobXiaHOCTI

Yomy BapTo o6patm Carmeuse: Mu Wm1po BipuMO, O TaM, Ae BU NpaLIOETe, MaE 3HAYEHHS i, K CIMenHuni
6i3Hec, MM 3HaAeMO, WO pobUTb HaWMX cAiBpObBITHUKIB WacaMBuMu!

e THYUYKMn pexnm poboTu

e [IpaBuna KOMaHii, WO Aal0Tb MOXIMBICTb NpawuoBaTn BAOMA

o KOHKYpEHTHUI NakeT 3apobiTHOI NnaTun Ta Minbru

e BiagKpUTi MOX/IMBOCTI AN 3POCTaHHA

e CTiliKa noniTnka Wwoao yrnpasniHHA NepcoHasioM i HABYaHHSAM NepcoHany Ans po3BUTKY BalLUMX KOMMETEeHL,in
e banaHc Mix poboToo Ta 0COBUCTUM XKUTTAM

Mpo koMmnaHito: Carmeuse - Ue CBITOBUM Nigep y BUPOBHUUTBI BamnHa, BMCOKOKANbLIEBOrO BanHAKY Ta
JonomitoBoro kameHt. lMpoaykuis Carmeuse HeobxigHa A1 BUPOOHMKIB eHeprii, eKONOoriYHMx nocnyr,
byaiBHMuTBa Ta BuMpobHMuTBa. KomnaHia Bege 6isHec y 22 kpaiHax cBiTy, Ma€ noHaa 90 BUPOBHMUMX
MOTYXHOCTEN, PO3TallOBaHMX MalXe Ha KOXHOMY KOHTMHEHTI, B KoMmnaHii noHaa 4500 cniBpobiTHuKIB.
[ONOBHO LiHHICTIO KOMNaHIi € Noaun.

CalT KOMNaHii: www.carmeuse.com

SIKWo Bac 3auikaBana gaHa nosuuia: Hagcunante CV Ha agpecy: jobsforukraine@carmeuse.com
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